










































































































































































































































Inventory and Ownership of Assets Plan v 1.0 

configurations, approved deviations and any m,ss,on critical applications. The inventory of 

software and applications shall be updated as an integral part of installations, removals and 

information system updates. 

Music City Center shall develop a process to alert on the installation of any unapproved software. 

All software and applications must be fully licensed and supported. Any software or applications that 

have reached end of life/end of support must be tracked as security exceptions. 

USERS: Understand and accept ISM 1-Acceptable Use Policy. 

DEPARTMENT AUTHORITY: 

• A standard shall be developed to define and document a list of authorized software and

version that is required in the enterprise for each type of system, including servers,

workstations, and laptops of various kinds and uses and develop a process for monitoring for

software installations outside of authorized software list.

• Music City Center shall deploy the use of software inventory process throughout the

organization covering each of the operating system types in use, including servers,

workstations, and laptops. The software inventory system should track the version of the

underlying operating system as well as the applications installed on it.

6. Information

Music City Center shall develop an inventory of its Information. Electronic Information shall be

mapped to the hardware (including servers, workstations and laptops) on which such Information

resides. The physical location of non-electronic Information, including paper records, shall be

identified as part of the inventory. Music City Center will identify owner(s) of such information

{Information Owner) shall be identified, recorded and tracked. Such information shall be classified as

set forth in the Music City Center Information Classification Policy.

USERS: Team Members should be aware of the Information Classification Policy.

DEPARTMENT AUTHORITY: Ensure Team Members and managements are aware of the Information

Classification Policy.

7. Services

Music City Center shall develop and maintain an inventory of its essential services. The inventory

for both internally and externally provided and/or required services shall include, but is not limited

to, computing, communications services, general utilities (e.g., heating, lighting, power, and air

conditioning), and other general services (e.g., security, shredding services, janitorial, etc.). Those

roles responsible for the provisioning of such services shall be identified.

USERS: Team Members should understand what services are provided they provide internally and

externally are operational.

DEPARTMENT AUTHORITY: Ensure services are maintained and operational.
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Cyber-Threat Intelligence and Information Sharing v 1.0 

CONVENTION CENTER AUTHORITY OF THE METROPOLITAN 

GOVERNMENT OF NASHVILLE AND DAVIDSON COUNTY 

INFORMATION SECURITY 

SUBJECT: 

CYBER-THREAT INTELLIGENCE AND 

INFORMATION SHARING POLICY 

ISSUING AUTHORITY: 

PRESIDENT/CEO OF THE CONVENTION CENTER AUTHORITY OF THE 

METROPOLITAN GOVERNMENT OF NASHVILLE AND DAVIDSON COUNTY 

PURPOSE 

POLICY NUMBER: 

ISM 14 

DISTRIBUTION DATE: 

06/28/2018 

EFFECTIVE DATE: 

06/28/2018 

EXPIRATION: UNTIL 

RESCINDED 

The purpose of this policy is to help the Music City Center/Metropolitan Government improve its 

security posture by the sharing of cyber threat information within the Music City Center/Metropolitan 

Government, consuming and using cyber threat information received from external sources, and 

producing cyber threat information that can be shared with other organizations. This policy also 

defines specific considerations for participation in information sharing communities. 

POLICY 

1. Generally

The Music City Center/Metropolitan Government shall develop processes to facilitate the

dissemination of cyber threat intelligence and the sharing of cyber threat information with

external entities and partners in an effort to improve the security postures of the cyber

community as a whole. By exchanging cyber threat information within a sharing community,

Metropolitan Government can leverage the collective knowledge, experience, and capabilities of

that sharing community to gain a more complete understanding of the threats Metropolitan

Government may face. Using this knowledge, Music City Center/Metropolitan Government can

make threat-informed decisions regarding defensive capabilities, threat detection techniques,

and mitigation strategies.

2. Detailed

2.1. Music City Center/Metropolitan Government shall identify and document resources to be

used to keep informed about information security threats. This cyber threat information 

should include: indicators of compromise; tactics, techniques, and procedures (TTPs) used 

by threat actors; suggested actions to detect, contain, or prevent attacks; and the findings 

from the analyses of incidents. 

2.2. Music City Center/Metropolitan Government shall identify and document resources to be 

used to keep informed about information security vulnerabilities and obtain timely 

information about technical vulnerabilities of information systems and applications being 

used. 
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